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1. Executive Summary
This white paper discloses multiple critical security vulnerabilities identified in the Solarman platform. The vulnerabilities include full 
account takeover, Deye Cloud token reuse, and information leaks about organizations. These vulnerabilities pose significant risks to 
the platform’s security and user privacy.

2. Introduction
The Solarman platform is a comprehensive solution for managing solar energy systems. During a security assessment, multiple 
vulnerabilities were discovered, compromising the integrity and confidentiality of user accounts and organizational data.

3. Vulnerability Details

3.1 Full Account Takeover via Authorization Token Manipulation
Description: The /oauth2-s/oauth/token API endpoint is used to obtain authorization tokens when switching between managed 
organizations. The server fails to verify the JWT signature, allowing attackers to obtain valid tokens for any account by modifying the 
JWT payload.

Impact: An attacker can modify the JWT to include the userId of any desired account, resulting in unauthorized access and full 
control over the account.

Once we receive a valid JWT token for the target account, we have full control over it. Here is a request that returns the account 
details. This is a demo account that does not expose real private information:
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Technical Details:
	↳ Endpoint: /oauth2-s/oauth/token

	↳ Vulnerability: Lack of JWT signature verification

	↳ Exploit: Modify JWT payload to include target userId and user email

3.2 Deye Cloud Token Reuse
Description: JWT tokens issued by the Deye Cloud platform are also valid on the Solarman platform, granting full access to accounts 
with the specified userId, even if this userId corresponds to a different account in the Solarman database. E.g. user ID 1000 could be 
User X in the Deye Platform, but User Y in the Solarman database.

Impact: This vulnerability allows attackers to reuse JWT tokens from Deye Cloud to gain unauthorized access to Solarman accounts.

Technical Details:
	↳ Vulnerability: Cross-platform JWT token validation

	↳ Exploit: Use Deye Cloud JWT token to access Solarman account

3.3 Information Leak through /group-s/acc/orgs API Endpoint
Description: The /group-s/acc/orgs API endpoint returns excessive information about organizations during a search operation. The 
response includes sensitive details such as names, email addresses, phone numbers, countries, and user IDs.
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Impact: Attackers can exploit this vulnerability to gather private information about all registered organizations by making multiple 
API calls.

Technical Details:
	↳ Endpoint: /group-s/acc/orgs

	↳ Vulnerability: Overexposure of private information in API response

	↳ Exploit: Enumerate private details via repeated API calls

Example Response (with sensitive information):

{

  “total”: 415,

  “data”: [

    {

      “org”: {

        “createdDate”: 1716116429.000000000,

        “id”: 10535375,

        “type”: 2,

        “businessType”: null,

        “name”: “SOLARMAN_BUSINESS”,

        “topGroupId”: 10336654,

        “areaId”: 112,

        “timezone”: “Europe/Amsterdam”,

        “logo”: null,

        “adminId”: 13669824,

        “system”: “SOLARMAN”,

        “category”: 1,

        “originalLogo”: null,

        “operateObject”: null,

        “totalNames”: null,

        “status”: null,

        “splitFlag”: 0

      },

      “nameList”: [

        {

          “id”: 13656565,
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          “relateId”: 10535375,

          “relateType”: 1,

          “name”: “SOLARMAN_BUSINESS”,

          “language”: “it”

        }

      ],

      “adminName”: “[redacted]”,

      “adminPhoneNumber”: null,

      “adminEmail”: “[redacted],

      “entityRel”: null,

      “adminCountryCode”: null,

      “memberCount”: null,

      “adminUsername”: “[redacted]”,

      “adminLastVisitTime”: 1716457108.000000000

    }

  ]

}

4. Impact Analysis
The identified vulnerabilities pose severe risks, including:

	↳ Unauthorized access to user accounts and sensitive data.

	↳ Potential misuse of private information for malicious purposes.

	↳ Compromise of user and business confidentiality and integrity.

5. Disclosure Timeline
May 22, 2024: Bitdefender reaches out to Solarman for a security contact

May 23, 2024: Bitdefender gets in touch with Solarman security team and sends vulnerability information

May 24, 2024: Vulnerabilities acknowledged; account takeover gets immediately fixed

Jun 17, 2024: Vendor confirms that a fix for the API returning too much information is in place. 

Jul 17, 2024: Vendor confirms that the Deye token reuse issue is now fixed.

Aug 7, 2024: This report becomes public as per the coordinated vulnerability disclosure protocols.
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