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We shouldn’t be afraid
of the darknet

The darknet in simple terms:

l, A hidden layer of the Internet, not indexed by traditional search
engines

l, Accessible through specialized software (e.g., Tor, 12P)
l, Prioritizes anonymity and privacy
l, Hosts both legitimate content and illegal marketplaces

Why It Matters:

L, The privacy it offers is attractive to criminals

L, The darknet is often used for malware distribution, data trade,
and other illegal services

L, Still supports legitimate use cases (e.g., journalism,
whistleblowing)

Deep Web

Darknet
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The darknet is not inherently illegal

It sounds ominous, but it shouldn’t

l, The darknet started out as a hidden network from the precursor of the Internet,
ARPANET.

l, It's not inherently evil or bad — it's what people make of it.
l, There’s more than one darknet in existence, but Tor has taken the spotlight.

l, Criminals are using it because it offers more privacy than the regular internet,
but it’s far from bulletproof. It’s still vulnerable and users can still be found.

Understanding
the Darknet

Deep Web

" Private and not indexed |

Darknet

Built for anonymity
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What can you find?

If it’s illegal, it’s likely for sale.
The darknet hosts sprawling marketplaces where criminals buy and sell:

Ransomware kits

Stolen credit cards

Account credentials

Drugs, fake IDs, counterfeit goods
Hacking services and exploit tutorials

L 2R 2R 2R N 2

Some offerings are technically legal — like guides or pentesting tools —
but are sold in shady contexts.

And yes, scams are everywhere. Buyers are often scammed by other
criminals.
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Wannabe hackers and job offers

L, While the darknet is a place where illegal items and Looking for a rat to steal seed
services can be bought and sold, it's also a place
where people look for guidance to become hackers
themselves.

phrases from browser extensions
including metamask, exodus, trust
wallet the rat...

l,  One reason cybercriminals have become so

prevalent today is that it's no longer the sole province We are looking for a

of the technologically literate. With a bit of effort and technically skilled individual
the right tools, becoming a cyber-attacker has who can help us obtain the
become a lot easier. contents of a specific email
without direct access to the
l,  The darknet is full of people trying to learn to become mailbox
more proficient, seeking manuals and guidance, and, Hello brothers, I've been trying
more importantly, looking to take the first step. to teach myself how to code
pages from which | can extract
l, Here are just a few examples of what people might information and cookies. |
look for on the darknet. know HTML and CSS pretty

well, but I'm not very good with
a backend language yet.
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Ransomware-as-a-Service (RaaS):
Weaponizing the darknet

Ransomware-as-a-Service lowers the barrier to entry for

cybercriminals. For a subscription fee, attackers get access to: SRR i
Ransomware As a Service

l, Payload builders $290 - $500
l, Hosting infrastructure :
l, Dedicated dashboards
|, Evasion tools

l, Customer support

Ransomware Choose an option

Choose an option
[ WannaCry
Enter BTC Address | Ryuk

LockBit

Ransomware is now primarily distributed via RaaS platforms Enter BIC Address 1 <O
and the darknet remains a key hub for its sale. | Darkside
= 1 +

Category: Ransomware
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Credit cards

L, Criminals sell stolen or cloned credit cards through slick
marketplaces that mimic legitimate e-commerce shops

l, Listings include balance guarantees, card types, and

refund policies

l, Sites often offer filtering by country, issuer, or card value
l, Some vendors provide “customer service” and even

money-back guarantees

l, To the buyer, it can feel like a normal online shopping

experience

Pictures

I 4

Postbank
Listing
f rif i 1 -
 select ’ Our Prices
Bef ted USD cards
1 P | t
! Jgin e aeeed 1 card with $700 guaranteed and up to $1000 - 60 USD
‘ : 1 card with $1000 guaranteed and up to $2000 - 140 USD
1 card with $2000 guaranteed and up to $3000 - 210 USD
EUR cards
990,00 3.079028395484 = 279 times.
[ huoiabic ] Di¢ Drop 1 card with 700EUR guaranteed and up to 1000EUR - 60 EUR
t XMR 3.079028395484 | USD 990.00 1 card with 1000EUR guaranteed and up to 2000EUR - 140 EUR
% o 18 ) = I

1 card with 2000EUR guaranteed and up to 3000EUR - 210 EUR

Money hub
Credit Cards Money Transfers Gift Card:

Visa Digital Prepaid x1(3200%)
105 usd

Total Price:

105 usd

Add to cart

BB —— WASHINGTON

= [0}

—1
—

Bonus Guide included
Non-VBV balance over $8k

All Cards products from Vendor

SNIFFED CC | USA SNIFFED CALIFORNIA
CC NON-VBV | USA CA + DL SCAN
CC USA CA + DL + PASS AND ADDRESS SCAN
SNIFFED CC | USA SNIFFED OHIO
NON-VBV CC | USA OH + PASSPORT SCAN
CC NON-VBV | USA OH + DL SCAN
[ Show all 55 preducts |

Product Description Terms and Refund Policy Feedbacks (1)

Product Description

US WA STATE +FULLZ SNIFFED CC + SCAN balance +$8k

Solid card non-VBV with carding guide included + Passport scan included - USA - WASHINGTON STATE

Your order will contain :

- Your CC number + expiry + CVV digits

- Your CC owner's First name and last name
- Your CC owner's date of birth

- Your CC owner's SSN number

- Your CC owner's address

- Your CC owner's phone number

- Your CC owner's Passport scan

purchasing cryptocurrencies/tokens online and fill your wallet anonymously, use a good VPN

ing a coinmixer.

dd the type of card, bin regarding your card on the order message, then | will select what you

ds we provide are sniffed so the validity rate is more than decent.

2d live. No refunds, buy only if you know how to use a card otherwise please : don't buy
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Online accounts are highly sought after

Here’s why you should never store credit cards in online shops

l, Online accounts, especially shopping platforms, often store
credit card information for convenience. This convenience
becomes a security liability when accounts are stolen or sold.

l, Criminals can resell accounts with full wallets attached, making
them far more valuable than login credentials alone.

This example shows an Amazon account with multiple stored cards —a
key selling point for darknet buyers

YOUF ACCOUNT » YOUr Fayments » wallet

Wallet
Cards & accounts

Prime Visa

pefautt Prime Visa

Credit card ending in «ees 0812

Credit card ending in ssse 0812 eeee 0812 Edit

Visa

Katharines Carson ~ VISA

Reward summary

Credit card ending in sees 4312

Bank of America Cash

Current rewards balance

Rewards Visa Credit Card

Credit card ending in sses 1554

il Capital One Venture Visa

Cre

Your Orders

Your Amazon Card = Your Rewards Account

Orders  BuyAgain  NotYetShipped  Digital Orders  Amazon Pay

21ordersplacedin 2018 v

ORDER PLACED TOTAL SHIP TO

November 2, 2018 $200.01 Damian Turner v

Universal Bond Paper, 3-in Core- 36in x 500ft (LALOSA)
i*; (8 Buyitagain ) ( Viewyouritem )

)

ORDER PLACED TOTAL SHIP TO

October 9, 2018 $138.60 Damian Turner v/

HP CG460B Premium Photo Paper Rolls, 55 lbs, Matte, 36" x 100 ft, Roll

(* View your item

ORDER PLACED TOTAL SHIP TO

October 9, 2018 $256.99 Damian Turner v

$14.79 (1,479 Points)

Rewards status: Earns 5% back

Q Search all orders

Cancelled Orders

ORDER # 111-8896072-6499425
View order details View invoice

Problem with order

(' Wwritea product review )
ORDER # 113-9005302-7315405
View order details = View invoice

Get product support

Problem with order

( ‘Write a product review )

ORDER # 113-4271666-1057005
View order details = View invoice
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Counterfeiting

10 x $20 Dollar High Quality Counterfeit USD Bill

10 x $20 Dollar High Quality Counterfeit UsD Bill[ < |

USD 60.00 {Shipping not include)
ltem’s rating: 1179 Reviews. [EZEY 3821 Since: Dec 16,2023
Shipping method:

usps (7 Days) - 10.00 / order v
Item Price + Shipping:
BITCOIN 0.00066408 @ MONERO 021704723

o) ST

Fake ID DL New York w all security features scanab...

The darknet is a hub for counterfeit goods — from fake
currency and designer bags to forged documents and IDs.

Listings often include:

. Fake ID DL New York w all security features scanable with
YORK W "0 tracking! BEST PRICE + QUALITY Y
DRIVER LICENS ‘9
USD 115.00 {Shipping not include)
130 Reviews. [EEH 66 | Since: Jul 25, 2023
, Fake US dollars and Euros

=
e EIErD BITCOIN 0.00108099 JIN() MONERO 0.35657758
o
| China 1o Worldwide 25—] QT‘ﬂ .g BUY

l, Replicas of luxury handbags
l, Scannable fake driver’s licenses and passports

et R 2IxTIx3
N/ 1)y 19x10

These products are frequently bundled with tutorials, shipping

options, and “satisfaction guarantees.” ; S

550.00

D 1.650010896298
0 530.00

China 1o Worldwide

P B View Product
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There's a lot of fake stuff; expect to get scammed

GETACCESS TO ANY PHONE EYPASS PASSCODE HACK ICLOUD -
INSTANT DELIVERY

USD 3.49 (Shipping not include)
Item’s rating: | 30 Reviews. 168 | Since: F VIEW LISTING
Shipping method:

Digital (1 Days) - 0.00 / order [ Stock -Unlimited
Item Price + Shipping:

H= ysp 349 .Bm:on 3318E5 @ MONERO nea |
~— N o s Digid Dowalost)  Shipping From
IR - - = = =

Vendor: Safety1st (EEB)

Unlock iOS - iPhone Unlocker - Wipe iCloud, Passcode, ID

Mini description: Welcome to the safest shop on the darkweb! BEFORE PLACING AN ORDER AND/OR SENDING A MESSAGE, YOU MUST READ ALL THE
INFORMATION HERE (AND IN THE TEXT.

Additional information

FBI HACKING AND FORENSIC TOOLKIT HACK INTO PHONES

Postage
FREE SHIPPING — Domestic / Digital — (+ USD 0 )

USD 4.61 {Shipping not include}
item’s rating: | 33 Reviews. 87 | Since: Mar 29, 2024
Shipping method:

FREE LINK (1 Days) - 0.00 / item [ Stock -Unlimited v
ltem Price + Shipping:

oo - IS

Quantily

l,  Many darknet marketplaces are filled v

Purchase price: USD 3.89 / € 0.00003800 / € 0.01302900

with listings that look legitimate but
are outright scams.

Item Description ~ Feedback

l,  They seem to target people who
stumble upon the darknet, and who

don’t realize they’re about to get Common red flags include:

scammed. . _
l, Prices far below realistic market value

L, No proof-of-function or vendor history

l, Listings that spoof government tools (e.g. “FBI hacking toolkits”)

These scams often target inexperienced users who land on marketplaces through search or invitation links — not knowing they’re being conned.
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Drugs, drugs everywhere

Online drug markets are among the most active areas of darknet
commerce, offering illegal narcotics, prescription medications, and
counterfeit pills.

L,

Most darknet marketplaces feature dedicated drug sections with detailed
categories.

Listings include shipping origin, strength, quantity, and stealth packaging
options.

Criminals don’t just sell illicit narcotics — prescription-only meds are a
growing category.

Some platforms offer hundreds of listings per vendor, complete with
reviews, filters, and payment options in XMR and BTC.

MDMA | PURPLE CRYSTALS | DUTCH IMPORTED | PUREST
52.50 - 7500.00 USD

Quantity [1,000 g - 75

Nvvvv @ 0.047228436491 XMR
rom D 15.20

From India to Worldwide

® © Bulk Options B View Product
i
@ ©.094767586379 XMR

om USD 3@.58

From Germany to Worldwide

© Bulk Options B View Product

Escrow GABALIN NERVIGESIC )/100/150/200 pills
-
—
@ ©.008078548347 XMR

rom D2.60

From United States to United States

© Bulk Options | B View Product

Royal 225mg

D o.008482475764 XMR
SD 2.73

From United States to United States
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Hire a hacker or a hack

l,  The darknet is full of listings offering targeted hacks — from phone unlocking and social ¢

media breaches to full penetration of cloud or banking platforms.

l,  These services appeal to non-technical buyers who want results without doing the
work.

Cleamet DDoS WhatsApp Hacking

L, A Not every listing is real. Many vendors pose as pentesters or legitimate researchers
to disguise their intent, and many buyers get scammed.

WACKERS FOR HIRg

° ° g _
Hacking service ——
e i B 249 usd 249 usd 249 usd
T — & — B — &

Hire a hacker in few easy quick steps

v

I\

Hacking Services
Hacking iCloud Instagram Hacking Bitcoin Recovery
At Mobile Hacker For Hire, we offer fast, professional service at an affordable price. We offer 200 usd 249 usd 249 usd

hacking services that are discreet and anonymous, so you needn’t worry about any legal : ﬂ : ﬂ : n
repercussions. We also offer a wide range of different hacking tools and kits to suit your needs.

We Make The Perfect Solutions
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Streaming services accounts: cheap,
disposable, and risky

l, Darknet marketplaces offer access to stolen Netflix, HBO, Disney+, and other
premium accounts for as little as $5-$15.

l, These accounts are often purchased with stolen credit cards, meaning buyers
may unknowingly participate in money laundering.

l, There’s no guarantee these credentials will work for long — sellers rarely offer
support, and accounts are recycled constantly.

l, In some cases, listings are outright scams targeting users looking for “cheap
access” without realizing the risk.

.

oo

HLBQ HBOMAX

®

A |

\ GIFT CARDS

o Gift planet

NetFlix Giftcard 200$
70 usd

Quantity
® 1pes
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Databases are a dime a dozen

5.2 Million Marriott Database
Records

Stolen databases from past breaches are among the most

i Fekdedey (4 customer review
commonly sold items on the darknet.

Sellers often bundle:

L, PIl, emails, passwords, and phone numbers

L, Credential dumps from multiple breaches

, , - 9 Million Easyjet Customer
l,  Collections totaling billions of records Database Records pos

Even old leaks remain useful for phishing, identity theft, and
credential stuffing attacks.




Living off the land

According to Bitdefender Labs, 84% of high-severity incidents in 2025 involved attackers using LOTL (Living off the Land) techniques — tools
already built into operating systems.

Just like ransomware, LOTL frameworks are rented on darknet markets. Below is a real-world example offering a PowerShell-based stealer and
control panel:

Here are some of the selling points for a PowerShell Bot Auto Obfuscation Stealer, Grubber, Socks, TV, Shell, HBR HVNC analog (we list them
via text because the ad is in Russian):

Fully written in PowerShell, with C# components for WinAPI interaction
Automatic obfuscation for all modules and builds

Proxy routing to conceal panel address

Detection evasion via network signature manipulation

Modern Ul with bot tagging, filtering, and multi-status views

vy 3 3 3 v 3

Enhanced security: login requires a password and a pre-assigned user-agent string

o Pricing: $4,000 per month with only 5 concurrent licenses available
® Geo restriction: Tool does not work in CIS countries


https://techzone.bitdefender.com/en/tech-explainers/living-of-the-land-attacks.html
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Something for everyone

l, Want a $2,000 Amazon gift card for $120? This is the place.

l, Want to track someone's IP address? Somebody will do it for you.
l, The latest phone model for a fraction of the price? Look no further!
l, Need a skimmer kit for ATMS? There’s something for everyone.

m CardingAdviser

oamsies  Other

Skimmer Kit
479 usd A
v
ATM
Trace an IP Address
CINEO C2560 249 usd
Total Price:

NCR SelfServ 14
@® Diebold 3700 249 usd
Diebold 5500
Diebold Opteva 368
Diebold Opteva 522
Diebold Opteva 529
Diebold Opteva 569
Diebold Opteva 740
Diebold Opteva 750

Diebold Opteva 760

Is someone bothering you, threatening, extorting or doing things you don't like
Diebold Opteva 828 behind an email address, social network account or phone number? Trace them

We sell ready-made kits for the most common types of ATMs, Diebold Opteva 868 dowm and discover their identity.

qb GIFT KING
.72 pes.. Gift Cards
Amazon eGift Card 2000 USD

amazon &5
Choose your country's currency

Hope you enjoy this Amazon Gift Card!

$2,000.00

Amazon.com Gift Card

Use this €Gift Card to make purchase {
Fast Processing

It takes between 5 - 30 minutes to con
of day you place your order.

Receive eGift Card

We send the eGift Card to the email ac

Safe and Secure Payments. Easy returns
100% Authentic products.

@® 2000 USD
2000 EUR
1700 GBP
4000 USD (2 Cards. Balance of 2000USD on one card) (+100 usd)
4000 EUR (+100 usd)

3400 GBP (+100 usd)

Total Price:

120 usd

) — |
= Add to cart

Want to buy original Apple products at low prices? Then you are in the right place!
We offer only original and packaged Apple products!

Place an order right now and we will send your order within 24 hours!

All new iPhone 14 in stock at our warehouse!

Seller Since: 09/19/2020
Rating: 4.88
Sales: 6010

© Answers about 60 minutes

Return rate: <2%

Products:

Phone 14 (NEW) 1Phono 14 Plus (NEW) iPhone 14 Pro (NEW) 1Phono 14 Pro Max (NEW)

240 usd 270 usd 300 usd 330 usd

COE O Es

iPhone 13 Phone 13 Mink iPhone SE iProne 12

210 usd 180 usd 130 usd 180 usd

e & — 8 — B
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Conclusion

l, Parts of the darknet operate like a full-featured e-commerce ecosystem — but for fraud,
malware, and identity theft.

l, The darknet remains a complex space: originally built for privacy and anonymity, it's now
overrun by criminal marketplaces. That abuse distorts the original intent and fuels illicit
economies.

l, Despite high-profile takedowns, illegal forums and vendors thrive, and enforcement has
yet to significantly slow the demand.

l, Cybercrime-as-a-Service has lowered the barrier to entry; anyone can rent tools to cause
real harm.

l, But not all users are winning. One surprising insight: scammers targeting other criminals
are often more active than legitimate darknet sellers, proof that cybercriminals can't even
trust each other.




Trusted.
Always.




	Slide 1
	Slide 2: Darknet Report
	Slide 3: We shouldn’t be afraid of the darknet
	Slide 4: The darknet is not inherently illegal
	Slide 5: What can you find?
	Slide 6: Wannabe hackers and job offers
	Slide 7: Ransomware-as-a-Service (RaaS): Weaponizing the darknet
	Slide 8: Credit cards
	Slide 9: Online accounts are highly sought after
	Slide 10: Counterfeiting
	Slide 11: There’s a lot of fake stuff; expect to get scammed
	Slide 12: Drugs, drugs everywhere
	Slide 13: Hire a hacker or a hack
	Slide 14: Streaming services accounts: cheap,  disposable, and risky
	Slide 15: Databases are a dime a dozen
	Slide 16: Living off the land
	Slide 17: Something for everyone
	Slide 18: Conclusion
	Slide 19

